
3 Store Manager 
ID's AD  Group-

StoreMGR

Corporate
Laptop

Wired POS Device

Cisco AMP AIR-CAP3702EAK9

DHCP
IP:10.12.3.101-199/24

Wired HVAC System

Cisco AMP

14 Clerk ID's AD 
Group-

StoreClerks

Data VLAN

External Zone

Date 
Center

Internet

WS-C3650-48PQ-S

ISR4351-K9

Remote Vendor4 
ID's AD GROUP-

HVAC+ACME

Corporate 
Managed 

Laptop

Cisco 
AnyConnect

Cisco Cloud 
Web Security

Central 
Management and 
Security Services

Identity

Mobile Device 
Management

Vendor VLAN

STATIC
IP:10.12.4.91/24

MGMT VLAN
IP:10.12.1.1/24
DATA VLAN

IP:10.12.2.1/24
WIFI VLAN

IP:10.12.3.1/24
VENDOR VLAN

IP:10.12.4.1

Server Blade
IP:10.12.5.11/29

FirePOWER Blade
IP:10.12.1.11/24

R-STORE-1234
IP:10.8.12.34/20

Store

STATIC
IP:10.12.2.61-79/24

G1/5

G1/9

AP-STORE-1234
IP:10.12.1.41/24

G1/11

G0/1

Wireless SSID:STORE

G2/1 G0/1

Virtual Private Network

SW-STORE-1234
IP:10.12.1.31/24

G3/01

Supplier Website


